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1. Summary of Events 
 

On the evening of June 27, 2022, a serious cyberattack was detected on the company’s 
internal network, in which the workstation with the IP address 192.168.1.96 became infected 
with malware. The attack began at approximately 22:38, when the user ended up on the 
malicious website matied.com, and a version of the Pushdo Trojan named gerv.gun was 
downloaded to the machine. This malware acted as a downloader; it automatically retrieved 
additional malicious files from external sources. These additional components were executed 
on the target machine and began connecting to external servers, indicating that the machine 
had been incorporated into a botnet. For example, the malware queried its public IP address 
using the OpenDNS service, contacted a known command-and-control server, and made 
numerous DNS queries to seemingly random domains, which is typical bot behavior. 

 

 

Figure 1. Short timeline of the cyber threat incident  

 



As immediate follow-up actions, I recommend that the company isolate and investigate the 
target machine. The machine should be immediately disconnected from the network and 
subjected to a complete malware investigation and forensic analysis to remove all malicious 
components and determine any possible damage. In addition, it is recommended that the 
user’s credentials and passwords be changed in case the malware has stolen login 
information. 

 

In addition, you should update the security software and signatures across the entire network 
(IDS, IPS, antivirus). You should also inspect all other machines in case the malware has 
spread to other systems within the internal network. It is also recommended to block 
commonly known malicious IP addresses and domain names at the firewall to prevent similar 
incidents. 

 

 

 

 

 

 

 

 

 

  



2. Intrusion Detection 
 

The attack occurred specifically between 22:38 and 22:45 on June 27, 2022 (UTC +3). The 
figure below contains all alerts generated by the attack, and the table below summarizes the 
key network events in chronological order. The information in the table was compiled based 
on Security Onion IDS alerts and Kibana logs. 

 

 

Figure 2. All alerts in the Security Onion IDS system in chronological 
order 



 

Table 1. Timeline of significant events based on Security Onion alerts  

 

The alerts above show a clear progression: files were downloaded first, after which the 
malware began establishing outbound connections. The most significant alerts are 
specifically related to these malicious files and connections, while some of the alerts are 
merely informational in nature. For example, the “PE EXE or DLL Windows file download” 
alerts indicate that a Windows executable file was transferred over HTTP traffic, in this case 
gerv.gun, trow.exe, and wp.exe. These alerts coming that the attack began with file downloads 
during a browser session. 

 

A JA3 fingerprint was also detected twice in the traffic, indicating a Trojan called Tofsee, which 
has the capability to perform DDoS attacks, mine cryptocurrencies, send emails, steal user 
data, and update itself. 

https://malpedia.caad.fkie.fraunhofer.de/details/win.tofsee


 

 

Figure 3. Tofsee JA3 fingerprints in the traffic  

 

 

Figure 4. Tofsee JA3 fingerprint in the SSL Blacklist service  

 

Next, “Terse alphanumeric executable downloader high likelihood of being hostile” was a 
decisive alert, as it identified that 192.168.1.96 was attempting to download a file whose 
name/path appeared to be a random string, which often indicates a malicious downloader. 
This alert was related to the retrieval of the wp.exe file and suggests that active malware-
downloading activity was taking place, which is typical of Trojan downloaders. 

 

Immediately afterwards, alerts related to Pushdo appeared: “Pushdo.s Checkin” and 
“Pushdo.S CnC Response”. These are highly significant because they indicate a known botnet 
Trojan. The “Checkin” alert means that the malware attempted to check in with a command-
and-control server (CnC/C2), while “CnC Response” means that commands or data may 
have been received from the server. These confirm that the target workstation had indeed 
become part of a botnet. 

 



Several other alerts support this analysis. The “External IP Lookup” alert from the OpenDNS 
service indicates that the malware wanted to determine its own public IP address, which is 
common step for many malware families immediately after infection. Similarly, the 
“AnubisNetworks Sinkhole” alert is noteworthy: it shows that some of the malicious traffic 
was directed to a trap server controlled by the security community. In practice, the botnet 
domain that the malware attempted to contact has been seized, which is why the traffic 
appeared to be going to AnubisNetworks, which collects information about infections. This is 
a strong indication of the Pushdo botnet because the sinkhole cookie ‘Snkz’ has specifically 
been reported in connection with this malware. 

 

Some of the alerts are less critical on their own but support the overall picture. “Observed 
DNS Query to .biz TLD” occurred repeatedly, which may represent traffic generated by the 
malware’s Domain Generation Algorithm (DGA) or an attempt to test backup domains. 
Likewise, the “TLS possible TOR traffic” and “JA3 Hash – Possible Gozi” alerts indicate unusual 
encryption techniques; they may either be false positives or indicate that the malware 
attempted to conceal its traffic using the Tor network or similar encryption. These also point 
toward advanced malicious code. 

 

 

Figure 5. Gozi JA3 fingerprint in the traffic  

 

 

Figure 6. Gozi JA3 fingerprint in the SSL Blacklist service  



 

In addition to the addresses mentioned in Section 4, the workstation’s traffic contained 
numerous individual DNS queries to different domain names. These domains are most likely 
randomly generated traffic, or they may be related to the malware’s attempts to locate 
functioning command-and-control servers. Individually, they did not lead to any clear 
subsequent event during the capture, so they are not as relevant to our conclusions. 

 

 

Figure 7. Kibana view showing, among other things, the number of DNS 
queries and files  

 

  



3. Target of the Attack 
 

The target of the attack was a workstation on the company’s internal network, the exact 
details of which are provided in the table below. According to the alerts, the entire attack was 
limited to this one machine. 

 

 

Table 2. Target machine details  

 

 

Figure 8. Target machine information in Wireshark  

 

Based on the malicious activity, it appears that the attack occurred through the Mozilla HTTP 
web browser. There is no exact information on how the user’s machine reached the first 
malicious site, but the most likely cause is malspam, i.e. malicious spam, which triggered the 
exploit. 



 

When the original malicious file (gerv.gun) was executed, it acted as a downloader-type 
Trojan: the program immediately began downloading additional malicious files to the target 
machine (see Section 5, “Files”). According to the observations, at least two additional 
executable malware files (trow.exe and wp.exe) were delivered to the machine. After this, the 
malware began commucating with the outside world. It sent a check-in message typical of the 
Pushdo botnet and received commands or additional modules in response; there were a very 
large number of zeek.file logs containing an unknown file format, although its MD5 hash did 
not trigger any alerts in VirusTotal. The malicious code also reported information about the 
target system to the attacker; Pushdo is known to collect, among other things, the victims 
public IP address, whether the user has administrator privileges, the serial number of the 
machine’s hard drive, and the Windows version. Some of this information may have been 
transmitted onward. 

 

As a result of the Pushdo infection, the target machine became part of a larger botnet. It is 
also possible that the malware modified system settings, such as proxy settings (notably, 
WPAD queries were observed on the network), to remain better hidden or redirect traffic. 
During the attack, no attempts were observed to spread laterally within the company’s 
internal network; instead, the activity was focused on the external connections of this 
machine. 

 

  



4. Attackers 
 

This section lists all identified malicious external IP addresses and the domain names 
associated with them. The table also includes the role of each address in the incident and 
whether the address is identified as malicious by the AbuseIPDB or VirusTotal services. 

 

 

Table 3. External IP addresses and domain names related to the attack 
and their roles; data obtained from Kibana 

 

 

Figure 9. AbuseIPDB searches for all IP addresses shown in the 
previous table 



 

The IP addresses listed above form the attacker’s infrastructure in this incident. they can 
roughly be divided into two categories: 

1. Malicious download servers (119.28.70.207, 145.131.10.21, 143.95.151.192, 
59.106.165.230) 
These servers hosted files and websites distributed by the attacker. The domain names 
often appear to refer to legitimate entities, but they are either sites created entirely by 
the attacker or compromised websites. AbuseIPDB searches confirm that most of 
these IP addresses have received reports of malicious activity. For example, 
119.28.70.207 is a cloud server in Hong Kong and has been reported as malicious 
several times, including in connection with similar Trojan campaigns. Likewise, 
143.95.151.192 is a US-based hosting address with a history of malicious activity 
reports. 

2. Command server and botnet infrastructure (96.82.200.1, 62.210.140.158, 
82.208.109.254, 198.1.85.250) 
These addresses represent the command-and-control side of the Pushdo botnet. They 
do not necessarily correspond to easily recognizable domain names, as malicious 
code often uses IP addresses directly or rapidly changing domains. 62.210.140.158 is 
in a French network and is a known part of the Pushdo infrastructure; it also appears in 
AbuseIPDB with a high confidence rating as malicious. 96.82.200.1 is another server 
that has been used for Pushdo command and control. The domain wanoa.com 
(82.208.109.254) is apparently controlled by the attacker; it may have been used to 
send the final infection confirmation or retrieve the final payload. It is marked as 
malicious in several databases. 198.1.85.250 remained somewhat a mystery – it 
appears in the traffic, possibly as the address of a backup domain. It is possible that 
some malicious communication was directed at this IP address. In AbuseIPDB, 
198.1.85.250 has received a few reports, but not as clearly as the others. 

 

It is worth noting that one of the IP addresses (212.61.180.100) did not belong to the attacker 
but was instead a sinkhole. When the malware attempted to contact an outdated command-
and-control domain, the traffic was redirected to a server controlled by the security provider 
AnubisNetworks. This helped detect the infection but, of course, did not cause any damage. 
The sinkhole phenomenon indicates that the botnet in question had been under observation. 

 

All the malicious addresses/domains mentioned above should be added to the organization’s 
firewall blocklists, and logs should be monitored for any connections to these addresses from 
other devices as well. 



5. Files 
 

Below is a table of the malicious files relevant to the incident that were downloaded to the 
target system during the initial stage of the attack. 

 

 

Table 4. Malicious files downloaded to the target system during the 
attack  

 

 

Figure 10. gerv.gun file in VirusTotal 

 

 

Figure 11. trow.exe file in VirusTotal 

 



 

Figure 12. wp.exe in VirusTotal  

 

The files mentioned above were confirmed as malicious in VirusTotal with high detection 
rates. For example, gerv.gun was detected by 60/72 antivirus engines. According to VirusTotal 
analyses, each .exe file was a Windows PE32 executable in the 236 KB-323 KB size range. They 
also had several aliases, which is typical of packed malware that changes its hash value. 

 

  



6. Summary 
Overall, the technical analysis and evidence presented above show that a clear cyber threat 
incident occurred on the company’s network between June 26 and June 28, 2022. The 
malware chain was reconstructed in chronological order, and its scope remained limited to 
infection of a single workstation. The attached screenshots and tables support the findings. 
Recommended immediate follow-up actions are presented at the beginning of the analysis, 
with the most important being the isolation and forensic examination of the target machine, 
as well as preventive measures against similar attacks in the future. 


