
Case 03 – Intrusion Analysis 
RH 

Tabular presentation of events: 

 

Figure 1. Tabular presentation of events in chronological order  

  



Security Onion screenshots: 

 

Figure 2. IDS alerts from the Exploit Kit server 

 

 

Figure 3. Suricata detects activity related to an outdated Flash version  

 

 

Figure 4. Suricata flags DNS activity due to a query to the letitbit.su 
domain, after which it detects Sharik/Smoke CnC Beacon activity, 
followed by continuous “check-ins” to the letitbit.su domain 

  



Kibana screenshots: 

 

Figure 5. Downloading a malicious HTML file  

 

 

Figure 6. Downloading a Shockwave/Flash exploit that takes advantage 
of an outdated Flash version  

 

 

Figure 7. Downloading the malware file, after which DNS queries to a 
.su domain can be seen  

 

 

Figure 8. Sharik/Smoke CnC Beacon communication with the letitbit.su 
domain 

 



 

Screenshots from the VirusTotal service (malware identification): 
 

 

Figure 9. Malicious HTML file, possibly a page related to exploit kits  

 

Figure 10. Malicious SWF file exploiting an outdated Flash version  

 

Figure 11. The actual malware, possibly a SmokeLoader-type Trojan 

 



How I used AI (ChatGPT) in the assignment: 
• Answering the initial background-knowledge questions 
• Security Onion Import Node, Kibana 

o Assistance with setup 
o General tips, e.g. for navigation and adding columns 


