Hi Cristopher,

After examining the capture file, we detected ARP spoofing in your network. The attacker used
a Raspberry Pi device to impersonate Peter Sunshine’s IP address (IP hijacking) and thus

carried out a Man-in-the-Middle attack.

As a result, the attacker saw Peter’s traffic to the archive server and copied the offer file that
Peter was viewing for themselves. The attacker’s device left the network after Peter left the
archive server, and Peter’s correct MAC address returned to the ARP table.

It was nice to be at the service of your company, HaiTek Company Ltd.

Best regards,

RH, KK
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The ARP table shows that Peter Sunshine’s IP address (172.17.0.40)
appears with two different MAC addresses simultaneously (ARP

spoofing).
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Peter Sunshine opens the offer file from the archive server. The same

traffic is also routed to the attacker’s Raspberry Pi device, which thus

receives a copy of the file.
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After the attack ends, the Raspberry Pi leaves the network and Peter

Sunshine’s correct device returns to the ARP table.



